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Which ones are chips?

Background & Basic

Wireless Headphones Smart Watch Phone SoC LCD Monitor Solid State Disk

Hard Disk Drive Memory Laptop CPU Flash Disk Game Host

Problem Statement Solve idea

Magnetic

But also 

semiconductor
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What is Computer Security (aka InfoSec)?

 Safe
►Natural property
►Resist natural disasters
►Non-human attack
►uncertainty

 Security
►Man-made
►against deliberate attacks
►Strong certainty

InfoSec means Computer Security

The goal is CIAA
(Confidentiality Integrity Availability Authenticity)

Background & Basic Problem Statement Solve idea
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Cyber attacks threaten system security even national security
Background & Basic Problem Statement Solve idea

演示者
演示文稿备注
熊猫烧香、木马病毒；贵宾犬漏洞、密码算法后门；拟态防御；车联网安全电子勘察箱、电子取证；工控系统安全；天网监控、态势感知；网络爬虫Meltdown & Spectre、处理器漏洞；Zoom轰炸、隐私安全；WannaCry、勒索软件；三星千年虫bug、移动设备安全；CTF夺旗赛芯片安全引擎；震网、工控系统安全；Shellshock、任意命令注入执行；心脏出血、缓冲区溢出漏洞；DDoS攻击
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Offense and Defense is a GAME

Background & Basic Problem Statement Solve idea

演示者
演示文稿备注
中国人民解放军战略支援部队（61398部队、第五十六研究所（江南计算技术研究所））；以色列精英8200部队；美国网络司令部；叙利亚电子部队；国际打击网络威胁多边伙伴；日本网络防卫队美国国防高级研究计划局；中华人民共和国公安部第三研究所；欧洲网络犯罪中心Anonymous、匿名者；Lizard Squad、蜥蜴小队；The Level Seven Crew、第七层；Chaos Computer Club、混沌计算机俱乐部；中国红客联盟；韩国网络外交使节团本·古里安大学网络安全研究中心；WiCyS；德克萨斯大学圣安东尼奥分校；中国科学院信息工程研究所Herjavec Group；KnowBe4；CyberArk；Raytheon CyberCISCO；IBM Security；Google；Microsoft；Amazon Web Services；安天实验室；奇虎360
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Worse in Chip (or Micro Architecture)

Background & Basic Problem Statement Solve idea

Affected almost ALL CHIPS after 1995
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Worse in AI

Background & Basic Problem Statement Solve idea

Stealth!

CASE 2:CASE 1:
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Worse in AI Chip

Background & Basic Problem Statement Solve idea

 AI Key Information:
Structure, Parameters, Decision boundary, Functional

 Mainstream commercial AI chips are not secure
►instructions are not encrypted 

►Model could stolen at any time
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Worse in AI and Chip (or Micro Architecture)

 during  the  last  two  decades, 
 primary goal : 

optimizing performance  &  saving cost
 placing security as a secondary priority

 Classic chip design principles have security risks
 (NO MATTER CPU GPU TPU or AI Chips accelerator)
 Principle 1: Share resource => Side channel ATTACK
 Principle 2: Speculative execution => Meltdown
 Principle 3: Logical isolation => Information residue

 Recent defense lose !
 Intel SGX  

-> bypassed
 AMD Trust Zone 

-> hacked

Background & Basic Problem Statement Solve idea
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Worse in AI and Chip (or MicroArchitecture)

Background & Basic Problem Statement Solve idea

The fortifications were breached
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Change the Game Rule

Background & Basic Problem Statement Solve idea

Change the game Rule
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Heterogeneous Active Security Processor

Background & Basic Problem Statement Solve idea

Two Worlds：
 Traditional CPU
►Computing Task

 Active Security 

Processor
►Security mechanisms

Two goals：
 Reduce loss
►Trade off Performance
and cost

 Heterogeneous
►Ensure Attack is difficult
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